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Introduction
Intro

What is a Honeypot?

Exploit

Definition

An exploit is a piece of software, a chunk of data, or
sequence of commands that take advantage of a bug, glitch
or vulnerability in order to cause unintended or unanticipated
behavior to occur on computer software, hardware, or something
electronic. [Wikipedia]
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What is a Honeypot?

Shellcode

Definition

A shellcode is a small piece of code used as the payload in
the exploitation of a software vulnerability. It is called
"shellcode” because it typically starts a command shell from which
the attacker can control the compromised machine. Shellcode is
commonly written in machine code, but any piece of code that
performs a similar task can be called shellcode. [Wikipedia]
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Intro
What is a Honeypot?

Definition

An executable (file) causes a computer "to perform indicated tasks
according to encoded instructions,” as opposed to a file that only
contains data. Files that contain instructions for an interpreter or
virtual machine may be considered executables, but are more
specifically called scripts or bytecode. Executables are also

called " binaries”. [Wikipedia]
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Malware Spreading

Worm Hijacked Thread

-

Attacker Target
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Malware Spreading Steps

» Exploiting vuln target
» Download malware binary

» Malware execution
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What is a Honeypot?

AV industry in 1998

‘Image Copyright: IKARUS Security Software GmbH
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What is a Honeypot?

» Why catching malware?
= fight bad guys
= monitor botnets

= tracking malicious activity

» How do that?
= honeypots
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What is a Honeypot?

Figure: A Typical Honeypot ;-)
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Introduction
Intro

What is a Honeypot?

Definition

In computer terminology, a honeypot is a trap set to detect,
deflect, or in some manner counteract attempts at unauthorized
use of information systems. Generally it consists of a computer,
data, or a network site that appears to be part of a network but
which is actually isolated, (un)protected, and monitored, and
which seems to contain information or a resource that would be of
value to attackers. [Wikipedia]
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= runs real services
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= 0day YES
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Introduction :
Intro

What is a Honeypot?

Types of Honeypots

> High Iteraction » Low Interaction

= real host or virtual = service emulator
= runs real services = limited emulation
= real problems = less problems

= 0day YES = 0day NO
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Introduction :
Intro

What is a Honeypot?

Honeypots vs IDS

» No false positives with honeypots

» IDS needs much more maintenance and analysis
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Mendium Interaction Honeypot
The Platform

Nepenthes

Figure: The Nepenthes, popularly known as Tropical Pitcher Plants or
Monkey Cups, are a genus of carnivorous plants [Wikipedia]
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x86 emu
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Mendium Interaction Honeypot
The Platform

Nepenthes

Honeypot Evolution

» MIH try to combine benefits of HIH and LIH
» Key = Application Layer Virtualization
» Sufficient responses to trick KNOW EXPLOITS

Iibemu

x86 emu
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Mendium Interaction Honeypot

Nepenthes The Platform

Nepenthes

>
>
>
>
>
>
>
>

Is a Medium Interaction Honeypot

Automatically collects malware

Released under GPL

Emulate known vulnerabilities

Extract the exploits payload = shellcode

Identify malware location from shellcode (*emulating a shell)
Try to download malware (HTTP/ FTP/ proprietary protocol)

Store malware locally and/or submit it somewhere
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Mendium Interaction Honeypot

Nepenthes The Platform
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Mendium Interaction Honeypot

Nepenthes The Platform

Problems

» No good tools to monitor

» IMHO No really open source
» IMHO Bad Documentation

» A little bit too much synthetic

Francesco Matarazzo Honeypots: catching malware in the wild 18 /27



Mendium Interaction Honeypot

Nepenthes The Platform
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» From "An Overview of ADSL Homed Nepenthes Honeypots In
Western Australia”:
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Nepenthes Mendium Interaction Honeypot
4 The Platform

Problems

» From "An Overview of ADSL Homed Nepenthes Honeypots In
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Mendium Interaction Honeypot

Nepenthes The Platform

Problems

R R A

From " An Overview of ADSL Homed Nepenthes Honeypots In
Western Australia”:

detected 70359 attacks

4814 (6.8%) believed malicious attacks

97.2 % (4678) offered malware

only 20.2% (949) resulted in successful download of malware

malware downloads represents 1.35% of all connections made
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Architecture

SurfiDS KlaatuProject

How to monitor Nepenthes?
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Architecture

SurfiDS KlaatuProject

How to monitor Nepenthes?

SURFIDS

Distributed sensor-based HIDS
A scalable IDS solution

Easy to manage and maintain
Monitors attacks to host
Nepenthes as sensor

Released under GPL

Good Documentation

A2 A AN A A A 4
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Architecture

SurfiDS KlaatuProject
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Figure: Global Overview
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Architecture

SurfiDS KlaatuProject

Sensor

» Sensor is maintenance free
» Open-vpn between Sensor and Central Server

» Could be remastered Knoppix distribution
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Architecture

SurfIDS KlaatuProject

Honeypot/Tunnel server

» Based on Nepenthes and/or Argos

» Open-vpn between Sensor and Central Server

Francesco Matarazzo Honeypots: catching malware in the wild 23/27



Architecture

SurfiDS KlaatuProject

Logging server

» Postgresql

» Web interface

» Show statistics of sensors

» Show statistics of different attacks
» Mail logging

» IDMEF
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Architecture

SurfiDS KlaatuProje:
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Figure: SurfIDS screenshot
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Architecture

SurflDS KlaatuProject

KlaatuProject

» We are using SurflDS on a academic network
» We do an all in one box installation

= sensor/tunnel/logging on one computer
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Architecture

SurflDS KlaatuProject

KlaatuProject

We are using SurflDS on a academic network
We do an all in one box installation
sensor/tunnel /logging on one computer

Next Steps:

grow the sensors network

do a screenshot of local situation

Malware analysis

4404 vl vy

Improve tools
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